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Set up policies to manage devices, protect against threats, and receive alerts about various activities in your organization. Learn more
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Policies

Preset Security Policies

Configuration analyzer

Anti-phishing
Anti-spam
Anti-malwar/
Safe Attachments

Safe Links

Easily configure protection by applying all policies at once using our recommended protection templates

Identify issues in your current policy configuration to improve your security

Protect users from phishing attacks, and configure safety tips on suspicious messages.

Protect your organization's email from spam, including what actions to take if spam is detected

Protect your organization's email from malware, including what actions to take and who to notify if malwa

Protect your organization from malicious content in email attachments and files in SharePoint, OneDrive, :

Protect your users from opening and sharing malicious links in email messages and Office apps
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Policies & rules » Threat policies » Anti-malware
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Microsoft 365 Defender

Policies & rules > Threat policies » Create a new anti-malware policy

@ Name your policy

Name your policy
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Microsoft 365 Defender

Policies & rules > Threat policies » Create a new anti-malware policy

AQQ Users, groups ana aocmains 10 Inciuae or exciuae in mnis poncy.

® Name your policy Include these users, groups and domains

Users
b=
. Users and domains
Groups
O Protection settings
o All Company X
(O Review Domains

|_| Exclude these users, groups and domains
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a:: Microsoft 365 Defender

Policies & rules > Threat policies » Create a new anti-malware policy

Protection settings

& Name your policy
Configure the settinas for this anti-malware policy

The specified file types are automatically identified as malware in
email messages

Users and domains .
© Protection s

Enable the common attachments filter ®
@ Protection settings .ace, .ani, .app, .docm, .exe, .jar, .reg, .scr, .vbe, .vbs

Customize file types
Malware ZAP quarantines messages that are found to contain
y mabware after the messages have been delivered to Exchange
Online mailboxes

Enable zero-hour auto purge for malware (Recommended) ©

Quarantine policy
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Permission to release quarantined messages will be ignored for messages with malware detected

Notification
Recipient notifications

|:| MNotify recipients when messages are quarantined as malware



® Review

Sender notifications

D Notify internal senders when messages are quarantined as malware
Notify external senders when messages are quarantined as malware
Admin notifications

D Notify an admin about undelivered messages from internal senders
I:] Notify an admin about undelivered messages from external senders
Customize notifications

D Use customized notification text ©

Review

Policy name
Anti-malware policy
Edit

Description

Edit

Users and domains

Included groups



allcompany@M365x01213339.onmicrosoft.com
Edit

Settings
Enable the common attachments filter

® On

Customize file types
.ace, .ani, .app. .docm, .exe, Jjar, .reg, .scr, .vbe, .vbs

Enable zero-hour auto purge for malware (Recommended)
e Off
Notify recipients when messages are quarantined as malware

® No response

Notify internal senders of undelivered messages
® Off

Notify external senders of undelivered messages

® Off



Notify an admin about undelivered messages from internal senders

® Off

Notify an admin about undelivered messages from external senders

® Off

Customize notifications

® Off

Quarantine policy

Edit



